niajlinformation  Technologies Agency

Comprehensive IT Goods and Services
- Online Bill Access

User Guide — Draft

Note:
Comprehensive IT Goods and Services - Online Bill Access Application will
replace Direct Bill — Online Bill Access Application. This user guide is a working
draft, and is being updated to reflect all the changes
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I. Comprehensive IT Goods And Services - Online Bill
Access Introduction

A. Overview Of Application:

Starting with the January 2006 billing period (first bill produced in Feb 06), VITA
Direct Billing Services (IAT) Bill will be replaced by the Comprehensive IT
Goods and Services Bill.

Currently VITA is billing in-scope agencies for direct costs of IT Goods &
Services and IT Payroll Services provided. Each agency’s bill is based on
payments made by VITA towards IT Goods & Services procured and costs
incurred for IT Payroll Services for a particular Agency.

VITA will be entering into “Memorandum of Understanding (MOU)” with each
agency. MOU rates will be based on Direct Bill personnel costs, travel, training
and other overhead costs. MOU fees will be phased-in to replace the IT Payroll
service charges when an agency signs an MOU. Agencies will continue to receive
IT Payroll service charges until an MOU is signed.

VITA Comprehensive IT Goods & Services application uses the procurement data
entered by the Agency in eVa, Virginia's statewide e-procurement application and
the payroll data from CIPPS, Statewide Payroll and Leave System to prepare the
data required for “VITA Comprehensive IT Goods & Services Bill”. This data
will be used to generate the VITA Comprehensive IT Goods & Services IAT, the
IT Goods & Services Invoice Detail Report and the IT Payroll Invoice Detail
Report.

VITA Customers and Agencies can access VITA Comprehensive IT Goods &
Services IAT and Invoice Detail Reports online through the Comprehensive IT
Goods & Services - Online Bill Access Application.

B. Description:

Comprehensive IT Goods & Services - Online Bill Access Application is an
internet application which can be accessed by VITA customer billing contacts and
other designated personnel to view, and download VITA Comprehensive IT
Goods & Services IAT and Invoice Detail Reports.

Starting with the January - 06 Billing period (first bill produced in Feb 06), VITA
Comprehensive IT Goods & Services (IAT) Bill and Invoice Detail Reports will
be available online for the customers to access. Comprehensive IT Goods and
Services Bill will include charges for the following items:

= |T Goods & Services (including Invoice Detail Report)

= |T Payroll Services (including Invoice Detail Report) or Memorandum of
Understanding (MOU) Fees

USER GUIDE - DRAFT Page 3 of 42



VITA DIRECT BILLING SERVICES BILL
Comprehensive IT Goods & Services - Online Bill Access - DRAFT

Note: MOU fees will be phased-in to replace the IT Payroll service charges when
an agency signs an MOU. Agencies will continue to receive IT Payroll service
charges until an MOU is signed.

In the future, the Comprehensive IT Goods and Services Bill will also include:

= Miscellaneous charges that are currently billed through the Miscellaneous
Billing Application

= IT Investment Management (ITIM) Fees for Higher Education

= |T Security Management (ITSM) Fees

Implementation date for these new items is to be determined.

= VITA Comprehensive IT Goods & Services (IAT) Bill will be available

in Adobe PDF (.pdf) format.

= IT Goods and Services Invoice Detail Report and IT Payroll Invoice
Detail Report will be available in Adobe PDF (.pdf) format and in
Comma Delimited (.csv) format.
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Application Functionality:

Comprehensive IT Goods & Services — Online Bill Access will replace the
Current Direct Billing Services - Online Bill Access Application. Comprehensive
IT Goods & Services — Online Bill Access is an internet application which can be
accessed by VITA customer billing contacts and other designated personnel to
view, and download VITA Comprehensive IT Goods & Services IAT and Invoice
Detail Reports.

Depending on the access privileges granted to the user Comprehensive IT Goods
& Services - Online Bill Access Application provides the following functionality:

1.
2.

Pegasus based user access (Secured Access)

Role based user privileges (Access to single or multiple agency / customer
information).

Comprehensive IT Goods & Services IAT and Invoice Detail Reports,
online presentation to agencies / customers.

Search for Bills (Comprehensive IT Goods & Services Bill IAT’s, Invoice
Details Reports and previous Direct Bill IAT’s and Invoice Detail
Reports)

View and Sort Search Results.

View and Download Comprehensive IT Goods & Services Bill IAT’s,
Invoice Details Reports and previous Direct Bill IAT and Invoice Detail
Reports.

Online instructions, online help resources, and links to other useful
resources.

Comprehensive IT Goods & Services - Online Bill Access Application consists of
the following screens:

1.

2.
3.
4

Log In

Bill Browser
Help

Log Off
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I1.How to Access Comprehensive IT Goods & Services -
Online Bill Access Application

A. Business Overview Of Access

Access to Comprehensive IT Goods & Services - Online Bill Access application
is controlled and is based on the user access privileges. There are several different
types of access.

Depending upon user role, access is provided to:
1. Single Agency or Multiple Agency or All Agencies

2. Access to Comprehensive IT Goods & Services Bill IAT and Invoice detail
reports in Adobe PDF (.pdf) format

3. Access to Invoice detail reports in Comma Delimited (.csv) format

Role based user privileges

User access to agency information, VITA Comprehensive IT Goods & Services
Bills (IAT) and Invoice Detail Reports is controlled and is based on the user role.
User role and access privileges are as follows:

1. Access to agency / customer information.

a. User with access to single agency will be able to access only bills
of the agency for which they have been given access.

b. User with access to multiple agencies will be able to access bills of
all the agencies for which they have been given access. User can
view one agency data at a time and have the following options to
select from:

i. Option to display agency/customer list by name or by
number.

ii. Dropdown box with list of agencies / customers for which
user is given access.

2. View and Download Comprehensive IT Goods & Services IAT and Invoice
Detail Reports.

Bill Receivers will have access to the following:

i. View and Download Comprehensive IT Goods & Services
IAT’s in Adobe PDF (.pdf) format.

ii. View and Download Invoice Detail Reports in Adobe PDF
(.pdf) format and Comma Delimited (.csv) format.
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a. Bill Reviewers will have access to only Adobe PDF (.pdf) files.

i. View and Download Comprehensive IT Goods & Services
IAT’s in Adobe PDF (.pdf) format.

ii. View and Download Invoice Detail Reports in Adobe PDF
(.pdf) format.

iii. Invoice Detail Reports in Comma Delimited (.csv) format are
not available.

b. Administrative Role (for example: VITA Billing Staff)
iii. Access to all agencies.

iv. View and Download Comprehensive IT Goods & Services
IAT’s in Adobe PDF (.pdf) format.

v. View and Download Invoice Detail Reports in Adobe PDF
(.pdf) format and Comma Delimited (.csv) format.
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B. Log On Procedure, How To Get Access:

Accessing the Comprehensive IT Goods & Services - Online Bill Access
Application

A VITA Pegasus Account is required to access the Comprehensive IT Goods
& Services - Online Bill Access Application. Once a VITA Pegasus Account
has been established, and access to the Comprehensive IT Goods & Services -
Online Bill Access Application has been granted, you are able to log into the
Comprehensive IT Goods & Services - Online Bill Access Application with
your VITA Pegasus Account user ID and password.

The steps below will guide you through the process for establishing your
VITA Pegasus Account, receiving access to the Comprehensive IT Goods &
Services - Online Bill Access Application, and logging into the
Comprehensive IT Goods & Services - Online Bill Access Application.
Screen shots have been included to assist in the clarification of the
instructions.

The Comprehensive IT Goods & Services - Online Bill Access Application
login page can be found at the following URL.:
http://www.vita.virginia.gov/services/busServe/onlineBilling.cfm

2} Comprehensive IT Goods and Services Billing - Access - Microsoft Internet Explorer [Z|[E|[‘S__<|
Fil=  Edit Yiew Favorites Tools Help

Commonwealth of Virginia

Enter a search keyword Contact Us
f n T logies Agenc:

Informa nologies Aqg

Service Offerings

Business Services | Computing Platform | Desktop & End User | E-Government Services
Geospatial Services | Network Services | ¥ideo Services | Yoice Services

Comprehensive IT Goods and Services Billing Services - Online Bill Access
(for 1T Goods & Services, IT Payroll Seryices, MO, ITIM, ITSM, and Miscellaneous costs)

Access Page

Comprehensive IT Goods and Services Billing Services - Online Bill Access

" 3

Request - || What is my |n| About ¢ B
Access \dl Password? (\MJ) Pegasus j*3-°

P, { by VITA Pegasus

Wirginia Information Technologies Agency
Contact Us
@ Carmronwealth of Virginia 2005
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C. VITA Pegasus Account

Comprehensive IT Goods & Services - Online Bill Access Application Login
Page provides options which allow the user to access the VITA Pegasus
Account Application. The VITA Pegasus Account Application was
developed to manage the growing number of VITA user accounts and
application privileges.

The VITA Pegasus account provides a single user name and password for use
across all VITA Web-based applications. However, individual application
permissions must be obtained for each VITA Web Application being
accessed. The VITA Pegasus Account Application provides the following
user-friendly enhancements:

e Account owners are able to submit answers to predefined, secret security
questions that can be used to reset passwords without contacting the VITA
Customer Care Center (VCCC).

e Account owners receive a reminder when their account password is
nearing its expiration.

e Account owners are able to maintain their own contact information.

Note: Current / updated Pegasus information is available on the VITA website
(URL.: http://www.vita.virginia.gov/pegasus/pegasus.cfm )

1. Request Access

a) Request a VITA Pegasus Account

This option is to request a new VITA Pegasus Account only. If you already
have a VITA Pegasus Account, do not use this option. If you do not have a
VITA Pegasus Account, you may submit your request from here. Upon
selecting this link you are directed to the VITA Pegasus New User Account
page (see screen below).

o Stepl:

Click on the Request Access icon from the Comprehensive IT Goods &
Services - Online Bill Access Application Page.

You are directed to the VITA Pegasus Account page for the
Comprehensive IT Goods & Services - Online Bill Access Application.
See screen shot below:
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_— I & S VITA Pegasus Account
v A L)
wirginia Information Technologies Agency 2 ALY

Direct Billing Services-Online Bill Access

Welcome to the Direct Billing Services-Online Bill Access User Manager. In keeping with VITA s mandate to
protect the Commonwealth’s IT infrastructure and assets. users mmst obtain a VITA Pegasus Account prior to

accessing specified Commonwealth web-based applications.

Users will be issued one VITA Pegasus Account to be used across these specified Commonwealth web-based
However. p issi must be obtained for each application being accessed.

For example, if vou have requested and received a VITA Pegasus Account for a specific application, vou must
request access to subsequent applications via the Existing Users option below. Your VITA Pegasus Account will
remain the same, however vour account will reflect the various application permissions granted.

© Existing Users
If vou have a VITA Pegasus Account select this option to request
access to the Direct Billing Services-Online Bill Access site.

~ New Users
If you do not have a VITA Pegasus Account select this option to
request one.

Exit il Continue

o Step 2:
Select the “New Users” option and click on “Submit”

You are directed to the “New User Account Page”. Here you will need to supply
basic information such as your name, e-mail address, create a password, and
answer two secret security questions. Please note, when creating a password, you
must adhere to the following criteria:

e Passwords must be between 9 and 14 characters in length.
e Passwords must contain at least 3 of the following 4 types of characters.
o lowercase alpha [e.g., abc]
O uppercase alpha [e.g., ABC]
o numerical [e.g., 123]
o0 special [e.g., |@#]
e Passwords cannot contain your user name or any part of your full name.
e Passwords used previously will not be accepted.
e Passwords will expire in 90 days.

USER GUIDE - DRAFT Page 10 of 42



VITA DIRECT BILLING SERVICES BILL

Comprehensive IT Goods & Services - Online Bill Access - DRAFT

v A Virginla Infarmation Technologles Agency

VITA Pegasus Acc

New User Account

Changing vour user information:

Y ou can change vour user information at any time by visiting the Pegasus Profile Manager
and selecting the "Update Profile" option. Keeping vour user information updated will
ensure that vou are kept up-to-date with the latest information regarding vour VITA
Pegasus Account and the Direct Billing Services-Ounline Bill Access site

The contact information on this page musr be correct in order to receive firther
mstrictions on accessing the Direct Billing Services-Online Bill dccess sire.

First Name ML Last Name

| Il Il |
Telephone woconsonn Exr Organization

| I || |
Email Confirm Email

Password Policy:

1. Passwords must be between 9 and 14 characters in length
2. Passwords must contain at least 3 of the following 4 types of characters
o lowercase alpha [e.g. abc]
o uppercase alpha [e.g. ABC]
o munerical [e.g. /23]
o speaial [e.g. [@#]
3. Passwords cannot contain your user name or any part of your full name

4. Passwords will expire in 20 days after your account information has been mailed to
vou

Password Confirm Password

Changing your password:

Y ou can change vour password at any time by wvisiting the Pegasus Profile Manager and
selecting the "Change Password" option. If vou forget vour current password. vou can
create a new password by answering Secret questions to validate your identitv. Pegasus
Profile Manager will display vour Secret questions - vou will need to provide the correct
answers. Choose guestions and answers that are easy for vou to remember but difficult for
others to guess.

A link to the Pegasus Profile ML will be iled to you upon approval of your
request.

Choose Secret Question #1

What is the last name of your favorite teacher

What is your bestfriend's middle name

What is the name ofthe streetwhere you grew up
What is the name ofthe city/town that you were born in
What is the Make and Model of your first car

Enter the Answer to Secret Question #1

Choose Secret Question #2

What year did you graduate from college
What year did you get married

What year did you start school

What year did you start your first job
What year was your first child born

Enter the Answer to Secret Question #2

| Cancel || Continue
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e Step3:
Select the “Submit” button in order to submit your request for a VITA Pegasus
Account.

You are contacted with your new VITA Pegasus user ID once your account has
been activated. By submitting your request from this location, your VITA Pegasus
Account will automatically provide access to the Comprehensive IT Goods &
Services - Online Bill Access Application.

b) Request Access for an existing VITA Pegasus Account

This option is for users who already have a VITA Pegasus Account, but do not yet
have access to the Comprehensive IT Goods & Services - Online Bill Access
Application. You will need to login to your existing VITA Pegasus Account and
Confirm/Update your user account information. By accessing your VITA Pegasus
Account from this location, your VITA Pegasus Account will automatically provide
access to the Comprehensive IT Goods & Services - Online Bill Access Application.

o Stepl:

Select the Request Access for an existing VITA Pegasus Account link from the
Comprehensive IT Goods & Services - Online Bill Access Application Page.

You are directed to the VITA Pegasus Account page for the Comprehensive IT
Goods & Services - Online Bill Access Application. See screen shot below:

_— I ¢ VITA Pegasus Account
VA a sy
virginia Information Technologies Agency - 7 AN

Direct Billing Services-Online Bill Access

Welcome to the Direct Billing Services-Online Bill Access User Manager. In keeping with VITA s mandate to
protect the Commonwealth’s IT infrastructure and assets, users mmust obtain a VITA Pegasus Account prior to
accessing specified Commonwealth web-based applications.

Users will be issued one VITA Pegasus Account to be used across these specified Commonwealth web-based
applications. However, permissions must be obtained for each application being accessed.

For example, if vou have requested and received a VITA Pegasus Account for a specific application. vou must
request access to subsequent applications via the Existing Users option below. Your VITA Pegasus Account will
remain the same, however vour account will reflect the various application permissions granted.

< Existing Users
If vou have a VITA Pegasus Account sclect this option to request
access to the Direct Billing Services-Online Bill Access site.

~ New Users
If you do not have a VITA Pegasus Account select this option to
request one.

Exit il Continue
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o Step2:

Select the “Existing Users” option and click the “Continue” button. A window
will pop-up requesting your Pegasus user name and password.

=

XXX vita.virginia.gov

User name: |ﬂ j

Password: I

[ Remember my password

Ok I Cancel |

o Step3:

Enter your Pegasus user name and password and click on “OK”. This will log
you into the VITA Pegasus Account Management Application.

After completing the login, you are directed to the “Confirm/Update User
Account Information” page.

If you receive a message that states, “There is missing or invalid information in
your VITA Pegasus Account profile. Please update your user information before
changing your password,” this is normal and expected. It simply means that you
have not completed the process for requesting access to the Comprehensive IT
Goods & Services - Online Bill Access Application.
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—_— | ’ R VITA Pegasus Account
R
v A\fi.’(_gir:iu Information Technologies Agency v . N

Confirm/Update User Account Information

User Name

|-i<-:-n-:i-3r.gai

Updating vour user information:

You can change your user information at any time by visiting the Pegasus Profile Manager
and selecting the "Update Profile” option. Keeping vour user information updated will
ensure that vou are kept up-to- date with the latest information regarding your VITA
Pegasus Account and the VITA Bill Access site. The contact information on this
page must be correct inorder to receive further instructions on accessing the VITA
Bill Access sire

First Name ML Last Name

(o000 Il | poocooooos |
Telephone xovwmoo Ext Organization

pooccoeoon || | viTa |
Email [ Confirm Email

[POCOCCOCOLO0OCCONI@vita.virginia.gov | | |

Changing yvour password:

You can change your password at any time by visiting the Pegasus Profile Manager and
selecting the "Change Password" option. If you forget your current password, you can
create a new password by answering Secret questions to validate vour identity. Pegasus
Profile Manager will display vour Secret questions - you will need to provide the correct
answers. Choose questions and answers that are easy for you to remember but difficult for
others to guess.

A link to the Pegasus Profile Manager will be emailed to you upon approval of your
request.

Choose Secret Question #1

What s the last name of your favorite teacher
Whatis your bestfriend's middle name

Whatis the name ofthe street where you grew up

What is the name ofthe city/town that you were born in
Whatis the Make and Model of your first car

Enter the Answer to Secret Question #1
pooooooeed

Choose Secret Question #2

graduate from college
What year did you get married
What year did you start school
What year did you start your first job
What year was your first child born

Enter the Answer to Secret Question #2
pooot

| Back I[ Submit
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o Step4:

Confirm your information is complete and accurate, enter your e-mail address in
the “Confirm Email” field, and click the “Submit” button.

You are contacted via e-mail once your VITA Pegasus Account has been set-up to
access the Comprehensive IT Goods & Services - Online Bill Access Application.
By updating and submitting your request from this location, your VITA Pegasus
Account will automatically provide access to the Comprehensive IT Goods &
Services - Online Bill Access Application.

c) Update Your VITA Pegasus Account with Pegasus Profile Manager (including
update your password)

This option is for users who already have a VITA Pegasus Account, and already have
access to the Comprehensive IT Goods & Services - Online Bill Access Application.

From here you are able to update your contact information, change your secret
security questions, and reset your password.

e Stepl:

Select the Update your VITA Pegasus Account link from the Comprehensive IT
Goods & Services - Online Bill Access Application Login Page.

You are directed to the Pegasus Profile Manager page of the VITA Pegasus
Account Application. See screen shot below:

— | ; VITA Pegasus Accoun|
v A‘v"i'r..jir'iu Infarmation Technologles Agency .

Pegasus Profile Manager

“Weloome to the Pegasus Profile Manager. Through the Pegasus Profile Wanager you can manage yvour VITA Pegasus
Account by updating your user information or changing your password.

This computer system 15 the property of the Commonwealth of Virginia. By accessing and using this system, you are
consentng to system motitoring for law enforcement and other purpozes. Tnauthonized use of this computer system may
subject you to State or Federal criminal prosecution and penalties.

Forgot vour password?

If you encounter any problems while utilizing this page please contact VITA Customer Care wia the Web at
httpffwww vita virginia gow/vecc/agencies. cfin.
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e Step 2:
Select the “Login” option.
A window will pop-up requesting your Pegasus user name and password.

KX vita.virginia. gowv

User name: |ﬂ j

Password: I

[~ Remember my password

OK I Cancel

o Step3:

Enter your Pegasus user name and password and click “OK”. This will log you
into the VITA Pegasus Account Management Application.

After completing the login, you are presented with the Pegasus Profile Manager
screen. See screen shot below:

1 g 3N VITA Pegasus Account
R
Wirginla Information Technologles Agency - . b

Pegasus Profile Manager

Select an Option

& TUpdate User Information
© Change Password

Exit | | Continue
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e Step4:

Select the “Update User Information” option and click the “Continue” button. You
are directed to the “Update User Account Information” page.

—_— I : N VITA Pegasus Account
© T L
Virginia Infarmation Technologies Agency # \

Update User Information

Changmg yowr user mformation:

E eeping your user nformation updated will ensure that you are kept up-to-date with the
latest mformation regarding your VITA Pegasus Account.

Forst Name M Last Name

|Tina ||L ||West0n |
Telephone oo Ext, Orgamization

| I | |
FEmail [ Confum Email

|tina.we ston@vitavirginia.gov | | |

Changmg yowr password:

Tou can change vour password at any time by selecting the "Change Password" option on
the previous page. If vou forget vour current password, vou can create a new password by
answering Secret questions to validate your identity Pegasus Profile Manager will
display your Secret questions - vou will need to provide the correct answers. Choose
questions and answers that are easy for vou to remember but difficult for others to guess.

Choose Secret Question #1

‘What is the last name of vour favarite teacher

= ur hest friend's middle name

YWhat is the name of the street where you grew up
YWhat is the name of the city/town that you were born in
YWhat is the Make and Model of your first car

Enter the Answer to Secret Question #1

Choose Secret Question #2

ar did wou grad 2 from college
Whatyear did you getmarried
Whatyear did you start school
YWhatyear did you startyour first job
Wwwhat year was your first child born

Enter the Answer to Secret (Juestion #2

| Cancel || Subrmit
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1. Step5:

Enter any necessary changes to your profile data, enter your e-mail address in the
“Confirm Email” field, and click the “Submit” button.

2. What is my Password

a) Forgot your VITA Pegasus Account Password? (or User Name)?

This option is for users who already have a VITA Pegasus Account and have access
to the Comprehensive IT Goods & Services - Online Bill Access Application, but
forgot their Account Password (or User Name).

e Step 1: Select the Forgot your VITA Pegasus Account Password?(or User
Name)? link from the Comprehensive IT Goods & Services - Online Bill Access
Application Login Page.

You are presented with the “User Verification” screen. See screen shot below:

— I : VITA Pegasus Account
v AVI ainia Information Technologles Agency y . |

User Verification

Step 1

Please enter your VITA Pegasus Account user name or email address:

| Cancel || Continue |

e Step 2: Enter your VITA Pegasus Account user name and select the “Continue”
button.

You will receive a message stating that your Verification Code will arrive by e-
mail.

1 i R VITA Pegasus Account
-
Virginla Infarmation Technologles Agency [ N

User Verification

Step 1

You will receive an email shortly with details on resolving vou forgotten
password. In few a minutes check your inbox and follow the instructions

within.

Return to the Pegasus Profile Manager
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Once you have received your Verification Number, you are ready to resume with
Step 3.

e Step 3: You will receive an Email with your Pegasus Account Name, Your
verification code. Follow the instructions given in the e-mail. See screen shot of
the email below:

ibject: Pegasus Profile Manager

Your Name,

Your VITA Pegasus Account user name is ©  XXmmxs
Your verification code is: 3 0o

To continue, please browse to hitps://ssl02 vita virginia. gov/pegasus/profile forgot/step2 .cfin and supply the above
information
If vou click on this link and receive an error, please copy the link and paste into you browser's address field

Note that vour verification code is only valid for 7 days.

Please do not reply to this email If vou need assistance please contact VITA Customer Care via the Web at
http:/www . vita virginia goviveecc/agencies. cfin.

Thank You.

e Step 4: Please browse to
https://xxx.vita.virginia.gov/xxxxxxx/xxxxxxx/forgot/step2.cfm (actual link sent
in the e-mail) and supply the information.

If you click on this link and receive an error, please copy the link and paste into
you browser's address field

You are directed to “User Verification” screen. See screen shot below:

—_— | ; VITA Pegasus Account
SN LA
Virglnla Inforrmation Technologles Agency . \

User Verification

Step 2 |
VITA Pegasus Account user name I:l
Verification code L ]
Cancel || Continue |

e Step 7: Enter the VITA Pegasus Account User name and the Verification code
and then select the “Continue” button.
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After selecting the “Continue” button, you are presented with the “User
Verification” screen. See screen shot below:

— I : N VITA Pegasus Account
VA DEN
Virginia Information Technologies Agency Y. 5

f—

User Verification

Step 2 |
WITA Pegasus Account user name l:l
T E—

| Cancel || Continue |

e Step 8: Enter your VITA Pegasus Account user name and enter the Verification
Code you received in your e-mail, then select the “Continue” button.

You are directed to the “Change Password” screen.

—_— | y N VITA Pegasus Account
v A Virginia Infermation Technologies Agency _\ A 1\ )

Change Password

|Step 3 |

What 15 vour best fitend's middle name?

What year did you graduate from college?

New password Confurm new password

| I |

| Cancel | | Submit

Password Policy:

1. Passwords must be between 9 and 14 characters in length
2. Passwords must contain at least 3 of the followmng 4 types of characters
o lowercase alpha [e.g. abe]
o uppercase alpha [e.g. ABC]
o numerical [e.g. /23]
o special [e.g. {@#]
Passwords cannot contain your user name or any part of your full name
Previously used passwords will not be accepted
Passwords will expire in 90 days

Lh B
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e Step 9: Enter answers to your two secret security questions. You will need to
create a new password and retype that password for confirmation. When you are
finished, click the “Submit” button.

Please note, when creating a password, you must adhere to the following criteria:
e Passwords must be between 9 and 14 characters in length.

e Passwords must contain at least 3 of the following 4 types of
characters.

o lowercase alpha [e.qg., abc]
O uppercase alpha [e.g., ABC]
0 numerical [e.g., 123]

0 special [e.g., |@#]

e Passwords cannot contain your user name or any part of your full
name.

e Passwords used previously will not be accepted.
e Passwords will expire in 90 days.

After clicking the “Submit” button, if you have correctly answered your two
secret security questions and adhered to the password requirements, you will
receive the following success window:

| ¢ N VITA Pegasus Account
SR
Virginla Information Technologles Agency # \

Change Password

[ User passwaord changed successfully
Eeturn to Man Page

Click the Return to Main Page link in order to exit this window.

3. About Pegasus

Will direct you to the Pegasus information page on the VITA website
http://www.Vita.virginia.gov/pegasus/pegasus.cfm
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4, Log-In

In order to log into the Comprehensive IT Goods & Services - Online Bill Access
Application, you must have already obtained a VITA Pegasus Account and received
access to the Comprehensive IT Goods & Services - Online Bill Access Application.

e Step 1: Select the Login Icon on the Comprehensive IT Goods & Services -
Online Bill Access Application page. A window will pop-up requesting your
Pegasus user name and password.

e,
; bl \

KX vita.virginia. gov

Iser name: I | j

Password: |

[T Remember my passwaord

e Step 2: Enter your Pegasus user name and password and hit “Enter” key on your.
This will log you into the Comprehensive IT Goods & Services - Online Bill
Access Application. You are directed to the Comprehensive IT Goods & Services
- Online Bill Access Application home page.
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1. How to use Comprehensive IT Goods & Services -
Online Bill Access Application — Bill Browser

Bill Browser screen will be displayed when users log on to the Comprehensive IT
Goods & Services - Online Bill Access Application. Bill Browser screen is the home
page of Comprehensive IT Goods & Services - Online Bill Access Application.

Bill Browser Screen - Home Page

73 Bill Browser - Home - Microsoft Internet Explorer P[]

Application Name

Direct Billing Services-Online Bill v\ A
ACCESS @2004 Virginia Information Technologies Agency r

Bill Browser - Honge

Screen Name

1. Select an Account.

2. Select a 8ill Cycle range

3. Press the button [Re-Apply Filter] to view the bills for the selected Accounts and Bill Cycle.
4. To change accounts, select another account and press [Re-Apply Filter] again.

Expand / Collapse
Instructions Button

Instructions

Filter:

Accounts: (list by @ Name @ Number) Bill Cycle:
\UTXTR=I ER Sl ACCOUNTS, DEPARTMENT OF (0151) Selected Bill

Filter to set search
criteria

Re-Apply Filter Button

Search Results will be
displayed here

Links to download file
viewers

A. Screen Description

Bill Browser Screen is divided into 3 main sections:

a. The top portion of the Bill Browser Screen provides onscreen instruction on
how to use the Bill Browser

1. Instructions
e Online Instructions on how to use the Bill Browser.
e Expand / Collapse link.

o0 Click on the Expand link to expand and view the instructions
alternatively

0 Click on the Collapse link to hide the instructions.
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b. The middle portion of the Bill Browser Screen displays the name of the
agency / customer, whose data is being displayed, and a provision to select the
Bill Cycle Dates.

1. Filter
e Filter allows the user to set a search criteria:

o0 Accounts (Agency Name): Dropdown box with single agency /
customer number is displayed. Only the agency / customer for
which the user is given access is displayed in the Dropdown
box

o Bill Cycle Date: Two Dropdown boxes are provided to select a
bill cycle range

o0 Re-apply filter button is displayed

Note:  For users with access to multiple agencies / customers the
dropdown box lists names of all the agencies / customers for
which the user is given access. Users can select and search
one agency’s bills at a time.

2. Search Results

e Search results are displayed in a table with the following column
headings:

o View / Download Bill column
File Type

Bill Cycle

Bill Name

Invoice Date

O O O O

e Bills per page: Select the number from the dropdown box to set the
number of bills to be displayed in the search results table.

e Sort Search Results: Search results are sortable by
o Bill Cycle
o Bill Name
o Invoice Date
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c. Bottom portion:
1. Tips and Helpful Links
e Comments, Tips:

o Comments and tips on Search results are provided for users
references

e Download links:

0 Users who do not have Acrobat Reader and Microsoft Excel
installed can access the download site using these links

=  Get the Adobe Acrobat Reader.

= Get Microsoft's Excel File Viewer.

0 Links to download Adobe Acrobat Reader and Microsoft Excel
file Viewer are also provided on Bill Browser Screen.
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B. Using the Application’s Functionality:

1. Set Search Filter

Users can select search criteria using the following options:

e Accounts: (list by L Name o Number)
Users can select the radio button under the “Accounts list by” option to

sort the agency / customer listing in the dropdown box either by
agency name or by agency number

e Agency / Customer Number

Users can select the agency / customer using the dropdown box.

Only the Agency / Customer number for which the user is given access
is displayed in the dropdown box.

Note:  For users with access to multiple agencies / customers, the

dropdown box lists names of all the agencies / customers for
which the user is given access.

User can select and search for one agency’s bill at a time.
e Bill Cycle Date

Users can select Bill cycle date using the two dropdown boxes
provided to select a bill cycle range.

By default the two dropdown boxes display latest bill cycle date.
e Re-Apply Filter

User can click on the “Re-Apply Filter” Button to apply the selected
search criteria.

The current filter settings are displayed next to Re-Apply Filter Button
for user’s reference.
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2. Display Search Results

Bills per Page

Users have the options to select the rows per page in which the Search

results will be displayed.

Select a number (5, 10, 15, 20, 25, 30, and 50) from the dropdown box
to set the number of rows per page to be displayed in the search results

table.

Number of pages in which the complete search results are displayed is
displayed on the lower left corner of the Search Results Table.

Bill Browser — Search Results Displayed

Filter:

Direct Billing Services-Online Bill v” A
Access £2004 Virginia Informtion Technologies Agency
— =] Le

Bill Browser - Home |4 e *E].:.’.“
Instructions:
folapss

1. Felect an Account:

Z, Felect a B Cycle range,

3, Fress the button [Re-dpoby Filber] to view the bils for the selected Aocounts and Bl Cycle.

4. To changs accounts, select another account and press [Re-Apphy Fiter] again

Filter to set search
criteria

Search Results:
5

DES Inaragency Tranafar (14T) 7/14/2004
DBS IT Goods and Sendces Irvoice Detal Data 7/14/2004

7/14/2004

H theiera aradQe bill{s) in the Bl Cycle Bange you selected, then cither ne Bill(s) were genarated for that period or the B[S} hawven't een geveratod
et

T - Liiabta b wied\or open PDF filis o0 your computer? GgT the adche acrehar Raader
Tt g

B . pnable bo view oN\gpen D5V files o yOUr compubar?  Gak Mior Ewcel Fils Wiswsar
Mote: ¥our sy=tams adMNgistrator may not alow you bs install softwars, Flasse check with your sy=tems adminstrator bafore retalng software

DE5 17 Fayroll Irvpice Detsl Date TA14/2004
D&S IT Payrol Invoice Datail Raport 7i14/2004
Bl par paga|5 = <

KX

Number of Pages

Links to Sort Search
Results

View and Download
Icons

Bills Per Page
Drondown Box
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Search Results Table

Search results are displayed in a table with the following table
headings

e View/ Download Bill column

. / : .
View icon ¥IEW and Download icon DOWMLOAD are displayed on
each row of the Search results.

. . . o . .
Click on View icon ¥IEW to open and view the file.
=
Click on Download icon DOWNLOAD to download and save the
file.

Note: Behavior of these buttons may vary for non-standard
web browsers.

e File Type

Adobe PDF I@ (.pdf) format files and Comma Delimited @ CSsv
(.csv) file are displayed by the Comprehensive IT Goods &
Services - Online Bill Access Application and are available for
users to view and/or download.

I@ Icon, '% icon in File Type column indicate the type of file
displayed in the respective row.

I@ Icon will be displayed for an Adobe PDF (.pdf) file.
@ Icon will be displayed for a Comma Delimited (.csv) file.
Note: Access to Adobe PDF (.pdf) format files and Comma

Delimited CSV (.csv) file depends on the user role and
user privileges.
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Bill Cycle

Bill Cycle column displays the Bill Cycle date and the Bill Period
ID. Standard Billing Cycle and Special Billing Cycle are also
identified for user reference.

Bill Cycle is displayed in Month — Year — Bill Period ID format.
Bill Period 1 is the Standard Bill cycle

ﬂ Information icon is displayed next to the Bill Cycles label
(Column heading). User can click on the icon to read more
information on Bill Cycles.

By default search results are sorted on Bill Cycle date and are
displayed in reverse chronological order.

Bill Name

Bill Name column displays the name of the bill or report that is
referenced in that row.

Depending on user roles the following bill names will be displayed:
Comprehensive IT Goods & Services IAT (.pdf)
IT Goods and Services Invoice Reports (.pdf)
IT Goods and Services Invoice Data (.csv)
IT Payroll Invoice Reports (.pdf)
IT Payroll Invoice Data (.csv)

Invoice Date

Invoice Date column displays the Invoice Date. Invoice Detail
Reports rows will display the same Invoice date as their respective
IAT.

Invoice Date on the IAT will match the Invoice Date displayed.
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3. Sort Search Results

Users have the option to sort displayed search results. Search results
can be sorted based on the following options:

Bill Cycle
Bill Name
Invoice Date

Note:  Filter will be re-applied every time you sort the search results.

e Click on the Bill Cycle label to sort search results by Bill Cycle.

Search Results will be sorted by Bill Cycle ID in the reverse
chronological order (for example, September 2004, August 2004,
July 2004, etc.). This is also the default search result sort.

e Click on the Bill Name label to sort search results by bill name.

Search Results will be sorted by bill name. This sort will be helpful
to list all Comprehensive IT Goods & Services Bill IAT’s, all IT
Goods & Services Reports etc., together.

e Click on the Invoice Date label to sort search results by Invoice
Date.

Search Results will be sorted by Invoice Date in the reverse
chronological order.
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4. View and/or Download Comprehensive IT Goods & Services
Bill IAT, Invoice Detail Reports

The user has the option to view individual files (IAT or Invoice
Details). Users will be able to access bills and reports that are
displayed in the Search results table.

Depending on the user’s role, the search results table on Bill Browser
Screen will display the Comprehensive IT Goods & Services IAT in
Adobe PDF (.pdf) format and Invoice Detail Reports in Adobe PDF
(.pdf) format and Comma delimited (.csv) format.

Users can View and/or Download Comprehensive IT Goods &
Services Bill IAT, and Invoice Detail Reports.

Note: Behavior of these buttons may vary for non-standard web
browsers.
View Files

e User is required to specify the Search Criteria in one or more
available Search Criteria fields and click on the Re-Apply filter to
view search results.

e Review search results and identify the file (IAT or Invoice Detail
Report) to view.

e Click on the View VIEW icon to view the respective file.
(Users can also click on the row to view that particular file)
a. If the associated file is a Adobe PDF (.pdf) file:
e File will be displayed in a separate browser window.

Note: If you are not able to open the file, Adobe Acrobat
Reader is required to view an Adobe PDF (.pdf) format
file. Link to download Adobe Acrobat Reader is
available on the Bill Browser screen. Please check with
your systems administrator before installing software.

b. If the associated file is a Comma Delimited (.csv) file:

e File Download window will appear. In this window the user
will be able to select from the following options:

= Open: to open the Software Data file and View the
Data.

= Save: to save the Software Data file.
= Cancel: to cancel the file download action.
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= More info: to access more information (help) on file
downloading.

File Download Window
x|

“p ,  Some files can ham your computer. ff the file information below
looks suspicious, or you do not fully tust the source, do not open or
save this file

e

Flle name: ...GSC-04JUNA-0841-003469.C5V
Fletyps: Microsoft Excel Comma Separated Values File
From: bss01

Would you like to open the file or save it to your computer?

Open | Save I Caneel More Info

¥ Always ask before opening this type of file

e Click on Open Button of the File Download window to open
the file.

e File will be displayed in a separate browser window.

e The downloaded file will be in Excel (.xIs) format.

Note: If you are not able to open the file, Microsoft's Excel
File Viewer is required to view a Comma Delimited
(.csv) format file. Link to download Microsoft’s Excel
File Viewer is available on the Bill Browser screen.
Please check with your systems administrator before
installing software.

Other options
e Click on Save Button of the File Download window to save the
file.

e Click on Cancel Button of the File Download window to cancel
the View action.
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Download and Save Files

e User is required to specify Search Criteria in one or more available
Search Criteria fields and click on Re-Apply filter to view search
results.

e Review search results and identify the file (IAT or Invoice Detail
Report) to download and save.
&

=
e Click on the Download DOWMLOAD jcon to download the
respective file.

e File Download window will appear. In this window user will be
able to select from the following options:

= Open: to open the Software Data file and View the
Data.

= Save: to save the Software Data file.
= Cancel: to cancel the file download action.

= More info: to access more information (help) on file
downloading.

Click on Save Button on the File Download window to save the
data file to the desired folder.

Save As window will open. Navigate to the desired folder.

Rename the download file.

Save the file as an Excel (.xIs) file.

Other options

e Click on Cancel Button of the File Download window to cancel the
View action.
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V. Help

Need

e Click on the Help icon #!H¢®? available on top right corner of
each of the application screens to access the Comprehensive IT
Goods & Services - Online Bill Access Application Help screen.

e Help Screen will appear. See screen shot below

HELP SCREEN
g 1=
|J Fle Edit Vew Favorites Tools Help | # |

“
@2004 Virginia Information Technologies

Direct Billing Services- y

Online Bill Access v Logol
Agency
y Log
Hefp Home o
For help with access and application questions, please first download and refer €o the Direct Billing Sereé& Llnk to access User
Online Bill Access User Guide, Version 1. The user guide includes a "Frequently As n" sectj t Guide
answers many common troubleshooting items.

If you are experiencing problems such as "no agencies are displayed in your billing list box" or "no bills are
displayed", please contact the VITA Customer Care Center:

+ Inside the Richmond Metro Area: 804-786-3932

» Outside the Richmond Metro Area: 1-866-637-8482

+ Alternatively, email us at vecc@vita.virginia.gov. Note: All tickets received through email are automatically
assigned a low priority.

e Follow the instructions on the Help page to access additional help
resources on Comprehensive IT Goods & Services - Online Bill
Access Application.
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A. FAQ’s

QL: | am able to see only bills for Agency number 00XXX.

A: Access to Comprehensive IT Goods & Services - Online Bill Access
application is restricted. User can only view bills of agencies for which
they have been given access.

Q2: No bills present for a Billing Cycle?

A: Following message will be displayed “Your selection(s) did not have a
match. Try increasing the bill cycle range or changing the customer
account”. Invoices for any billing cycle are generated only if there are
any billable transactions during that billing period.

Q: | don’t get an e-mail regularly?

A: E-mails are sent to a Billing Contact (Bill Receiver and Bill Reviewer)
only if an invoice is generated for a particular billing cycle. You will
not receive an e-mail if there is no invoice for your agency in a
particular billing cycle.

Q: Only Adobe PDF (.pdf) files are displayed.

A: User access to bills and reports is based on user role.

Bill Receivers have access to Comprehensive IT Goods & Services
Bill IAT’s in Adobe PDF (.pdf) file format and to Invoice Detail
Reports in Adobe PDF (.pdf) file format and Comma delimited (.csv)
file format.

Bill Reviewers have access to Comprehensive IT Goods & Services
Bill IAT’s and Invoice Detail Reports in Adobe PDF (.pdf) file format
only. Invoice Detail Reports in Comma delimited (.csv) file format are
not available for Bill Reviewers.

Q: | am unable to view Adobe PDF (.pdf) files on your computer?

A: Adobe Acrobat reader is required for view the Adobe PDF (.pdf) file.

Links to download Adobe Acrobat reader are provided on Bill
Browser Screen.
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| am unable to view or open CSV files on your computer?

Microsoft's Excel File Viewer is required to view comma delimited
(.csv) files. Links to download Microsoft's Excel File Viewer are
provided on Bill Browser Screen.

What are CSV files?

A comma-separated values file, known as a CSV file, is a type of data
format in which each piece of data is separated by a comma. This is a
popular format for transferring data from one application to another,
because most database systems are able to import and export comma-
delimited data.

For example, data pulled from a database and represented in comma-
delimited format looks something like the following. Each column
value is separated by a comma from the next column’s value and each
row starts a new line. (Source: www.pcwebopedia.com)

| don’t see Invoice Detail Reports for my Comprehensive IT Goods &
Services Bill IAT for the May month bill cycle.

Invoice Detail reports are generated for all the line items on the
Comprehensive IT Goods & Services Bill IAT. Invoice Detail reports
are generated only for the line items present on the Comprehensive IT
Goods & Services IAT, giving detail supporting information for each
line item on the Comprehensive IT Goods & Services Bill IAT.
Invoice Detail reports are not generated for Adjustment entries
(emergency credits and debits)

We have procured IT Goods and Services and the item is not shown on
the IAT?

Customers will be invoiced only after the payment is made by VITA to
the vendors.

Descriptions on Invoice Detail Reports are wrong?

Comprehensive IT Goods & Services application utilizes the eVa data
entered by the customers, and the descriptions on Invoice Detail
Reports are the same as entered by the customers. Please verify the
same with your procurement department.

Do I have to have a Pegasus account to access the Comprehensive IT
Goods & Services — Online Bill Access Application?
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Yes, a Pegasus account is required to access the Comprehensive IT
Goods & Services — Online Bill Access Application. Details to get
Pegasus user 1D and password are provided on page 9 of this user
guide. Current Direct Bill access Id and password can be used to
access the Comprehensive IT Goods & Services Online Bill Access
Application.

We want to add a new billing contact (Bill receiver / Bill Reviewer)?

Adding or changing a billing contact can be done using the
Comprehensive Billing Services Contact Maintenance From. Use the
submit button at the bottom of the form to e-mail the request to VITA
Billing Department. (Email address: Billing@Vvita.virginia.gov).

Where can | find the Billing Contact Maintenance From?
Billing Contact Maintenance From can be accessed online @
http://www.vita.virginia.gov/misforms/forms/vitadbs_bcc.cfm

Whom should I contact regarding technical issues like:

e Can’t get access to Comprehensive IT Goods & Services —
Online Bill Access Application.

e Password is not working.
e Bill don’t display, unable to open bills

For all technical issues please contact the VITA Customer Care
Center:

e Inside the Richmond Metro Area: 804-786-3932
e Outside the Richmond Metro Area: 1-866-637-8482

e Alternatively, email us at vccc@vita.virginia.gov. Note: All
tickets received through email are automatically assigned a low
priority.

Whom should I contact regarding Business / Billing Detail issues like:
e Wrong agency shows up

e PO shows up; didn’t order. Application uses eVA. First verify
within eVVA and with agency personnel that order did not originate
from agency.

e Questions on payroll information, IT Goods and Services
information, etc.?
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A: For all Business / Billing Detail issues please contact the VITA
Customer Care Center:

e Inside the Richmond Metro Area: 804-786-3932
e Qutside the Richmond Metro Area: 1-866-637-8482

e Alternatively, email us at vccc@vita.virginia.gov. Note: All
tickets received through email are automatically assigned a low

priority
Q: Why are our purchases not reflected in the current month 1AT’s?
A: Agencies will be billed only after the payment is made by VITA to the

vendors.

Vendor payments are made after verifying the purchase order, vendor
invoice and the agency receiver. A three way match is required in
VITA’s financial system to release the vendor payment.
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Log

Click on the Log Off icon off available on top right corner of

each of the application screens to access the Log Out screen and to

log out of the Comprehensive IT Goods & Services - Online Bill

Access Application.

Log Out Screen will appear. See screen shot below.

LOG OUT SCREEN
/3 Log Out - Microsoft Internet Explorer =]
|J File Edit View Favorites Tools Help | # |
|
= T = @2004 Virginia Information Technologies
Direct Billing Services-
Online Bill Access
Agency
= Need
Log Out I\,h Home |45 ficip?
You have chosen to log out of VITA Bill Access.
= . :h IA.PITLHIST £ L .bY.‘jb £ .
=a5e acknowledge this by selecting the Yes button. Your browser window will close. - L|nk

If you did not really wish to log off, then please select the Cancel button and you will return to the page that
you were on before.

Continue to Log off

Cancel |

Follow the instructions on the Log Out page to Log Out of the
Comprehensive IT Goods & Services - Online Bill Access

Application.
Click on continue to log off link to continue the Log Off process.
A message box will be displayed with the following message

“The web page you are viewing is trying to close the window. Do
you want to close the window?”
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Microsoft Internet Explorer |
€ The Web page you are viewing is trying to dose the window.
</

Do you want to dose this window?

e Click on Yes to log off from the Comprehensive IT Goods &
Services - Online Bill Access Application

e Click on No to remain on the Log Off page of the Comprehensive IT
Goods & Services - Online Bill Access Application

e If you did not wish to log off, click on the Cancel button and you
will return to the previous page that you were on before.
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VI. Appendix
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A. Appendix - 1

USER GUIDE - DRAFT Page 42 of 42



	Comprehensive IT Goods And Services - Online Bill Access Int
	Overview Of Application:
	Description:
	Application Functionality:


	How to Access Comprehensive IT Goods & Services - Online Bil
	Business Overview Of Access
	Log On Procedure, How To Get Access:
	VITA Pegasus Account


	How to use Comprehensive IT Goods & Services - Online Bill A
	Screen Description
	Using the Application’s Functionality:
	Set Search Filter
	Display Search Results
	Sort Search Results
	View and/or Download Comprehensive IT Goods & Services Bill 


	Help
	FAQ’s

	Log Out
	Appendix
	Appendix - 1

